


● More than 540 million records

● Up to 87 million people



Are incentives powerful enough 

to change the privacy mindset of people?



Does Privacy Counseling Impact Privacy Trading Preferences in Society?

Counseling Incentive



Privacy Awareness Training



Disadvantages and Impact of Sharing Data

Spam Emails Data 

Scam Calls Stats for 2019

● Amount lost: $142,898,217

● Number of reports: 167,802



Data come from Symantec

Risky Permissions on Phones



Are all permissions necessary?

Baidu Maps

Baidu Maps Baidu Maps



iPhone 

More Secure with iPhone 



Read the privacy policy 
Don’t sign into apps with 

social networking site account

Check app permissions Keep apps update

Only download 

from trusted sources

Use VPN for 

public Wi-Fi networks

How to protect your personal information?















Experiment Methodology and Design



We Did Large Scale Field Experiments (2015-2019)

Randomized Controlled Trial (RCT)



No incentive           Few cents                $1                       >$1
as incentives       as incentives     as incentives 

3.5 cents / unit data,

Uncertainty, Ambiguity and Privacy, 

Submitted to WEIS 2005 

● 300,000 survey applicants

● 3 continents(North America, Europe, Asia)

● Survey Q&A on 22 mobile app types

● ‘Incentive’ and ‘Non-Incentive’ Options



Data come from the paper “What Apps Did You Use?": 

Understanding the Long-term Evolution of Mobile App Usage

Source: “What Apps Did You Use?": Understanding the Long-term Evolution of Mobile App Usage

Publication: ACM Conferences WWW '20: Proceedings of The Web Conference 2020, Taipei, Taiwan, April 2020

https://doi.org/10.1145/3366423


Six Steps to Conduct RCT “Correctly”

Recommended by the paper: Improving the quality of reporting of randomised controlled trials: the CONSORT statement. 



Consecutive 
Sampling

Original

To mitigates chance error, when sampling

● Consecutive sampling for normal people

● Stratified sampling for celebrities 

● Selection Bias 

● Observation Bias



if (confounding factor is known) 

{Stratified randomization} 

else (confounding factor not known) 

{Blocked Randomization}

If (some participants changed views 

towards a bad privacy preference) 

{we include them}

Confounding factor:



We rejected hypothesis that 

Given incentives, the training could have 

a major influence on trading preferences.

(change trading preferences > 10%)

Fragility Index Testing

Indicates:

low degree of fragility 



Results and Analysis



Data come from the paper “What Apps Did You Use?": 

Understanding the Long-term Evolution of Mobile App Usage

Source: “What Apps Did You Use?": Understanding the Long-term Evolution of Mobile App Usage

Publication: ACM Conferences WWW '20: Proceedings of The Web Conference 2020, Taipei, Taiwan, April 2020

https://doi.org/10.1145/3366423


Data come from the paper “What Apps Did You Use?": 

Understanding the Long-term Evolution of Mobile App Usage

Source: “What Apps Did You Use?": Understanding the Long-term Evolution of Mobile App Usage

Publication: ACM Conferences WWW '20: Proceedings of The Web Conference 2020, Taipei, Taiwan, April 2020

https://doi.org/10.1145/3366423


WTP for Food and Drink Apps



WTP for Food and Drink Apps



Data come from the paper “What Apps Did You Use?": 

Understanding the Long-term Evolution of Mobile App Usage

Source: “What Apps Did You Use?": Understanding the Long-term Evolution of Mobile App Usage

Publication: ACM Conferences WWW '20: Proceedings of The Web Conference 2020, Taipei, Taiwan, April 2020

https://doi.org/10.1145/3366423


WTP for Education Apps



Data come from the paper “What Apps Did You Use?": 

Understanding the Long-term Evolution of Mobile App Usage

Source: “What Apps Did You Use?": Understanding the Long-term Evolution of Mobile App Usage

Publication: ACM Conferences WWW '20: Proceedings of The Web Conference 2020, Taipei, Taiwan, April 2020

https://doi.org/10.1145/3366423


WTP for Entertainment Apps



With incentive, nearly half of the users are willing to trade privacy. 

WTP for 3 Apps



With incentive, nearly half of the users are willing to trade privacy. 

WTP for 3 Apps

Preference Structures are Heavy-Tailed and Weakly Scale Free at Best.



How to Decide the Tail Structure?

-> Vuong Normalized Likelihood Ratio Test

-> 3 distribution: Scale Free, Log-Normal, Exponential



CCDF-Plot for Food and Drink Apps



With incentive, nearly half of the users are willing to trade privacy. 

WTP for 3 Apps

Preference Structures are Heavy-Tailed and Weakly Scale Free at Best.



Thank you!
Yixuan Wang

(Umich)

Junhui Li

(Umich)

Xinlong Yin

(Umich)


